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1. lHosicHUTEJBLHASA 3AIUCKA

1.1. Heapb u 3272494 AMCHUTIMHBI

Lenb AMCUUIUIMHBL: PA3BUTh y CIyIIATENEH MOAXO0/ K PEHICHUI0 TEXHHUECKUX 3a/1a4 IPOrpaMMHO-
anmnapaTHOH 3aKThHl HHYOPMALIUH.
3amaun: n3yuyeHne HHPPACTPYKTYPbI OTKPHITHIX KIFOYEH, OCBOCHUE MPUHIUIIOB (POPMUPOBAHUS
AIIEKTPOHHOH TTOAIUCH, BEIPAaO0OTKa yMEHUH HACTPOWKN KOMIIOHEHTOB HH(PPACTPYKTYPHI.

1.2. llepeyeHs MIIaHNUPYEMbIX Pe3yJIbTATOB 00yUYeHHs M0 JUCIUIIIHHE, COOTHECEHHBIX €
HHIMKATOPAMH JOCTHKEHUS KOMIIeTeHIN

KoMmnerennus
(Koa 1 HAaMMEHOBaHUE)

Nuaukaropsl
KOMIIeTeHIU i
(K0 1 HANMEHOBAHUE)

Pe3yabTarnl 00yyeHus

1IK-6

Cnocoben npunumams yyacmue
8 OpeaHU3aAYUU U NPOBeOeHUU
KOHMPOIbHBIX NPOBEPOK
pabomocnocobnocmu u
aghghexmuernocmu npumensieMoix
NPOSPAMMHBIX, NPOSPAMMHO-
annapamuuix U MexHuyecKux
cpeocma 3auumsl UHGopMmayuu

I1IK-6.1

3naem oyenxu
pabomocnocobrocmu
NPUMEHSIEMBIX CPeOCme
3auumul uHGopMayuu ¢
UCNONb308AHUEM
WMAamublx cpeocms u
MemoouxK

3uams: oyenku pabomocnocobonocmu
NPUMEHSAEMBIX CPeOCm8 3auunivl
uHgopmayuu ¢ UCNONBL30BAHUEM
npuxnaonoeo 110 Crypto Pro u XCA

1IK-6.2

Ymeem oyenumo
aghghexmuenocmu
NPUMEHSAEMBLX CPeOCME
3auumul uUHGopmayuu ¢
UCNONb308AHUEM
UWMAMHBIX CPEeOCm8 U
Memooux

Ymemus: oyenumo s¢ghgpexmuenocmu
NPUMEHSAEMBIX CPEOCME 3aUUNbl
uHgopmayuu ¢ UCNOIbL30BAHUEM
npuxaaonoeo 110 Crypto Pro u XCA

IIK-6.3

Bnaoeem nasvikamu
onpeoenenus yposHs
3auwuueHHocmu u
dosepus cpedcma
3awumel ungopmayuu

Braoemu: Hasvikamu onpedenenus
VPOBHSL 3aWUUEHHOCU U 008ePUs]
cpedcma 3auumul uHGopmayuu Ha
npumepe 110 VeraCrypt u Crypto Pro

1.3. MecTo iucuMiuIinHbI B CTPYKTYpe 00pa3oBaTe/ibHOM NPOrpaMMbl

Juctunmuaa «MHPpacTpykTypa OTKPBITBIX KIFOUEH, YIOCTOBEPSIONINE IIEHTPH» OTHOCHTCS K
qactu, (GOpMUPYEMOIl ydacTHUKaMHu OOpa3oBaTeNbHBIX OTHONICHWH ONOKa IUCHUIUIMH y4eOHOTo
IUIaHAa.

Jlis  ocBOEHHWS AMCHUIUIMHBI HEOOXOAMMBI KOMIIETEHIIMH, (opMupyeMble B XOJe H3y4eHUs
TUCIUTIINH: "MaremMaTrndeckiue OCHOBBI 3aIUThl HHpOpMAaIuu'.

B pesynbTaTe OCBOCHHS AMCHUILTUHBI (GOPMUPYIOTCS KOMIETEHIIMH, HEOOXOAMMBIE ISl U3YUCHHS
CIENYIOMUX JUCHUIUIMH: "be30macHoCTh MpPOTpaMMHOTO OOECTICYeHHUS] aBTOMAaTHU3HPOBAHHBIX
cucrem".

2. CTpyKTYypa IMCHHUIITHHBI
OO6m1ast Tpy10EMKOCTh TUCIUIUIMHBI COCTABIISIET 3 3.€., 108 akameMuyeckux vaca.



CTpyKkTypa IMCUMIVIMHBI 1JI 04HOI opMbl 00ydeHUsI
O0beM IUCHUIUTMHBI B (OpME KOHTAKTHOM pabOoThl OOYYAOIIUXCS C MeJarornyecKuMu

paboTHUKaMu | (WIK) JUIAMH, TPUBIECKaEMBIMH K peaju3aluu 0O0pa3oBaTEIbHON MpOrpamMMmbl Ha
WHBIX YCIOBHSX, P NMPOBEACHNN YUCOHBIX 3aHATHI:

Cemectp | Tun y4eOHBIX 3aHATHIA KonnuectBo
4acoB
3 Jleknun 24
3 [TpakTHyeckue 3aHsATUS 36
Bcero: 60

O06beM TUCHUIUTMHBI (MOIYIIs) B OpPME CaMOCTOSATEIBLHON pabOThl 00YIAOITUXCSI COCTABIISIET

30 akameMuuyeckKux yaca.

3. Conep:xaHue TUCUUILIAHBI

Ne [ HaumeHoBaHme pa3jaesa
JTUCIHUIIINHEI

Conep:xkanue

1 | KoMnoHeHTHI HHPPACTPYKTYPbI
OTKPBITBIX KJIIO4eil

PKI peanusyeTcst B MOJEeNIU KIIUEHT-CEPBEP, TO €CTh
IIpOBEpKa Kakoi-110o0 uHdopmanuu,
MPEIOCTaBIAEMON HHPPACTPYKTYPOil, MOXKET
MPOUCXOJUTH TOJIBKO IO NHULIMATUBE KJIUEHTA.
OcHoBHbIe KOMITIOHEHTHI PKI:

VY nocrosepsroniuii ieHTp (Y1) siBasieTcss oOCHOBHOM
CTPYKTYpoii, hopmupyromieii nudpossie
cepTuUKaThl MOJYUHEHHBIX IIECHTPOB
cepTudUKay U KOHEYHBIX Moyb3oBareneil. Y|
SIBJSICTCS TJIaBHBIM KOMIIOHEHTOM PKI:

OH SIBJISIETCSL IOBEPEHHOU TPETHEN CTOPOHOU
(trusted third party)

3TO CEPBEP, KOTOPBIN OCYLIECTBIISIET YIPABIECHUE
JKU3HEHHBIM LIUKJIOM CEpTHU(HUKATOB (HO HE UX
HEMOCPEJICTBEHHBIM HCIIOIH30BAaHUEM).

2 | HopmaTuBHO-MeTOANYeCKas 6a3a
HCTIOJIb30BAHHUSA JJIeKTPOHHOI
NOANMCH JJIsl TPUAAHUSA
IOPUIHYECKOH 3HAYMMOCTH
3J1eKTPOHHBIX 10KYMEHTOB

Ceptudukar OTKpBITOrO KiIro4a (Yarie BCero mpocTo
cepTuduKaT) — 3TO JaHHBIC TTOJIH30BATENS U €T0
OTKPBITBIN KIIFOY, CKPEIIIEHHBIE DJICKTPOHHOU
MOJMUCHIO YIOCTOBEPSIOUIETOo 1IeHTpa. Boimyckas
cepTU(UKAT OTKPBHITOTO KJIt0Ya, YIOCTOBEPSIOMINN
LEHTP TEM CaMbIM MOATBEPKAAET, UTO JIULIO,
MIOMMEHOBAaHHOE B cepTH(UKATe, BIIAJEET 3aKPHITHIM
KIIFOYOM, KOTOPBI COOTBETCTBYET ATOMY
OTKPBITOMY KJIIOUY.

Peno3uropuii — XpaHuiuiie, coaepxaiiee
cepTU(UKATHI U CIUCKH OTO3BAHHBIX CePTU(UKATOB
(COC) u cyxariee 11t paclipoOCTPaHESHUSI ITUX
00BEKTOB cpeau nmoib3oBareneid. B dexgepanbnom
3akoHe P® Ne 63 «O0 »1eKTpOHHON TTOAMHCHY OH
Ha3bIBAETCS peecTp cepTU(UKATOB KITFOUEH
MOITHCEN.




Crpykrypa uudpoBbIx
cepTU(PUKATOB

Crtpykrypa ceptudukara

o Bepcus

e CepuliHblii HOMEp

o HpaentudukaTop anropurma HoaIHCH

e Hwms uznarens

o Ilepuon neictBus

e Uwms cyObekTa

o HMudopmanus 00 OTKPHITOM KIFOUE
cyOBbeKTa:

e AJNTrOpUTM OTKPBITOTO KJIIOYa

e OTKpBITBIN KJIIOY CYOBEKTA

e  YHHUKaJIbHBIA UACHTH(PHUKATOP U3AATEIS
(00s13aTENBHO TOJBKO JIs1 V2 U V3)

o YHHUKaJIbHBIA HACHTH(PHUKATOP CYOBEKTa
(00s13aTENBHO TOJIBKO J1s1 V2 U V3)

e Jlononuenus (ans v2 u v3)

e Bo03MOXHBIE JOMOIHUTENbHBIC AETATH

e ANroputm noamnucu cepruduxara
(00s3aTEIIBHO TOJIBKO JIJIs V3)

o [Tlonmucek ceprudukara (00s3aTeNBHO IS
BCEX BEPCHIN)

DYyHKUMH YI0CTOBEPSIOLIET0
LHeHTpa

Perucrparnmonnsrii neHtp (P1]) — HeoOs3aTebHBIM
KOMITOHEHT CHCTEMBI, PeTHAa3HAYCHHBIN IS
perucTpanuu noiap3oBarenei. [ns stux nenei PI]
0OBIYHO TpefocTaBiIseT BeO-uHTepdeiic.

Y nocToBEpAIOMNN IEHTP AOBEPSET
PETUCTPALIMOHHOMY LIEHTPY POBEPKY HHPOpPMALIUU
0 cyOBekTe. PerucrpalioHHbIi LIEHTp, TPOBEPUB
MPaBUIBLHOCTH MH(GOPMAITUH, TIOITHUCHIBAET €&
CBOMM KIIFOUOM U NEPEAAET YAOCTOBEPSIOIIEMY
LEHTPY, KOTOPBIH, TPOBEPUB KITFOY
PErUCTPALlMOHHOTO LEHTPA, BHIMHUCHIBAET
ceptuduxar. OJuH perucTpaliOHHbIA LEHTP MOXKET
paboTaTh ¢ HECKOJIBKUMH YAOCTOBEPSIOIINMU
[EHTpaMu (TO €CTh COCTOSITh B HEeCKOIbKUX PKI),
OJIMH yOCTOBEPSIONIHH LIEHTP MOXKET paboTath ¢
HECKOJBKHUMH PETUCTPAIIMOHHBIMU [IEHTPAMHU.
WNHorna, ynocToBepsIOIUN HEHTP BHIMIOIHSIET
(GYHKIIMHM perucTpalioHHOrO LIEHTpA.

Hcnouab3oBanue GpyHKIMM
nposaiiepa
Kpunrorpagu4ecKux ycayr

ApxuB cepTU(PUKATOB — XPAHUIIUIIIE BCEX
U3JJAaHHBIX KOTAa-TH00 CepTU(PHUKATOB (BKIIOUYAs
cepTu(UKaThI C 3aKOHYUBILIUMCS CPOKOM
JEeNCTBUSA). APXUB HUCIIOJIB3YETCS ISl IPOBEPKHU
MOJIMHHOCTY 3JIEKTPOHHOM MOJIHACH, KOTOPOU
3aBEPSUIUCH TOKYMEHTHI.

[{enTp 3ampocoB — HeOOsA3aTENHHBI KOMIIOHEHT
CUCTEMBI, 1€ KOHEYHBIE MT0JIb30BATEIN MOTYT
3alpOCUTD WJIM OTO3BaTh CEPTH(PHUKAT.
KoHneuHble noibp30BaTeNN — MOJIb30BATEINH,
MIPUJIOYKEHUS NI CUCTEMBI, SBIISFOITNECS




KJIIFO4YaMM.

BJIaJICJIbLIAMH CepTU(UKATa U UCTIONb3YIOIINE
UHPPACTPYKTYPY YIPABICHHUS OTKPHITHIMH

4. Oopa3oBaTe/ibHbIe TEXHOJIOTHH

Jlj;-)n HaumenoBanmue pazaena |Buabl yueOHbIX 3aHATHI Oopa3oBaTte/ibHbIE TEXHOJIOTUH
1 |2 3 4
1. |Komnonenmsi Jlexyus 1. Tpaouyuonrnas ¢ ucnoaib3o6anuem
ungpacmpykmypul npezenmayuii
OMKPbLIMbIX KIt0uell
CamocrositenbHas padbora H3yuenue mamepuano nekyui,
mecmupogaHnue
2  |HopmamugHo- Jlexyus 2. Tpaouyuonnas c ucnonv3osanuem
Memoouueckas 6aza npesenmayuii
UCNONIL3068AHUSA
anekmporHou noonucu o |CamocTtosiTensHas paboTa Uszyuenue mamepuanog nexyuii,
npudaHus IPUOUYECcKol mecmuposaHue
SHAYUMOCIU DJIEKMPOHHBIX
O0OKYMEHMO8
3  |Cmpyxmypa yugposwvix Jlexyus 3.1 Tpaouyuonnas c ucnonv3osanuem
cepmughuxamos Jlexyus 3.2 npeseHmayuil
Ipaxmuueckoe 3anamue 1.  |Bvinoanenue 3a0anus
CamocrosTenbHas padora H3yuenue mamepuanog nexyuii,
mecmupoganue
4 QyHxyuu Jlexyus 4.1 Tpaouyuonnas ¢ ucnonrb3oeanuem
voocmogepsouezo yeumpa |Jlexyus 4.2 npezenmayuii
Buinonnenue 3a0anus
IIpakxmuueckoe 3ansamue 2.
Uszyuenue mamepuanog nexyuil,
CamocrosTenpHas padora mecmupoganue
S5  |Hcnonvzosanue gpynxyuti  |Jlexyus 5.1 Tpaouyuonnas ¢ ucnonrb3oeanuem
nposatioepa Jlexyusa 5.2 npesenmayuil

KpunmozpaguuecKux ycuye

IIpaxmuueckoe 3anamue 3.

CaMocTrosTenbHas pa60Ta

Buinonnenue 3adanus

H3yll€H1/l€ mamepuaios ]ZeKZ/ﬂ/lZZ,
mecmuposanue

AUCTAHIITMOHHBIX

B mnepuwon BpeMEHHOTO TNPUOCTAHOBJICHHUS TOCEIICHHUsS] OOYYArOIIMMHUCS TOMEIICHUN
tepputopuu PI'TY st opranusanuu yaeOHOTO mpoliecca ¢ MPUMEHEHUEM dJIEKTPOHHOTO O0yUeHUs U

OGp&SOBaTeJILHBIC TCXHOJIOTHH

— BUIEO-JIEKIINH,

0o0pazoBaTenbHbIX

TEXHOJIOTMM  MOTYT

— OHJIAMH-JICKIIUU B PEKUME pCaIbHOTO BPEMCHH,

OBITh  MCITOJIb30BAHBI

u

CJICTYIOIINE
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— DJICKTPOHHbIE YUeOHUKH, yueOHbIe TOCOOUS, HAy4YHbIC U3/IaHHsI B 3JICKTPOHHOM BHUJIE U IOCTYII
K MHBIM 3JIEKTPOHHBIM 00pa30BaTelIbHBIM pPecypcam;

— CHUCTEMBI JUJISl JJIEKTPOHHOI'O TECTUPOBAHUS;

— KOHCYJIBTALUU C UCIOJIb30BAaHUEM TEIEKOMMYHHUKAIIMOHHBIX CPEICTB.

5. OneHKa JIAHKUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

5.1 CucreMa oleHUBAHUSA

®opMa KOHTPOJISE Makc. K0J1M4ecTBO 0AJJIOB
3a oxny pabdory Bcero
Tekyluii KOHTPOJIb:
— mecmuposanue (memot 1-5) 5 6annos 30 6annos
— npakmuyieckoe 3adanue (memol 3) 6 6annos 6 bannos
— npakmuueckoe 3a0anue (memwl 4-5) 7 6annos 14 bannos
[IpomMexxyTouHas arrecrauus — 3auém 40 6annoe
(3auem no 6uremam)
HToro 3a nucuunjinyy 100 6annos

ITony4yeHHBII COBOKYIIHBIN PE3YJIBTAT KOHBEPTUPYETCS B TPAAUIIMOHHYIO IIKAJTY OLICHOK U B
mKaty oueHok EBporneiickoil cucreMsl neperoca u HakorieHus kpeautos (European Credit Transfer
System; nanee — ECTS) B COOTBETCTBUU € TAOJIUIICH:

[Ikama
100-6ammpHas mkana | TpagunroHHas 1IKaga
ECTS
95— 100 OTJIMYHO A
83-94 B
68 — 82 XOpOIIIO 3a4TEHO C
56— 67 OBJICTBOPUTCIIBHO D
50 — 55 YA P E
2049 FX
HCYHAOBJICTBOPUTCIIBHO HE 3a4TCHO
0-19 F
5.2 Kputepuu BbICTaBJIEHHS OLEeHKH 110 JMCIHUIIIMHE
Bamasl/ | Ouenka mo KpuTtepuu olieHKH pe3yIbTAaTOB 00y4YeHUsI O AUCHUTLINHE
Mlkana | aucuMNJIMHe
ECTS
100-83/ OTJINYHO/ BricTaBnseTcs o0yJaromemMycs, €CIH OH TITyOOKO M IMIPOYHO YCBOMII TEOPETHUCCKUH H
AB 384YTEHO MPaKTUYECKAN MaTEepPHAN, MOXET IPOIEMOHCTPHUPOBATD TO HA 3aHATHAX U B XOJIE

MPOMEXXYTOYHOH aTTeCTalHy.

OOyyaronuiicst NCUEPIIBIBAIOIIE U JIOTHYECKH CTPOWHO M3JIaraeT y4eOHbIH MaTepuall,
yYMEeT yBA3BIBAaTh TEOPHIO C MPAKTUKOH, CTIPABIIICTCS C PELICHUEM 3a/1a4
podecCOHaTBHON HAIPABICHHOCTH BRICOKOTO YPOBHS CI0KHOCTH, MIPABIIIEHO
000CHOBBIBACT IIPHUHSATHIC PEIICHUS.

CBOOOTHO OPHEHTUPYETCS B yUeOHOH M MPOPEeCCHOHANBHON JINTEpaType.

OrieHKa M0 JUCHHUILUIMHE BBICTABIIIOTCS 00ydaromeMycs ¢ y96TOM pe3ynbTaToB
TEKyLIeW U IPOMEXYTOUHOM aTTECTALIMHU.

KomnereHuny, 3aKperuiéHHbIe 32 JUCHUIIMHON, COPMUPOBAHBI HA YPOBHE —
«BBICOKHI».
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Banapl/ OueHka nmo Kputepuu oueHku pe3yjbTaToB 00y4eHUsl 10 JUCUUIJIMHE

Ixana | AucOMIINHE
ECTS

82-68/ XOpOI.HO/ BricTaBnseTcs o0ydaromemMycs, €CIH OH 3HAeT TEOPETUICCKUHN U MPaKTHISCKUN

C 33YTEHO MaTepHall, TPaMOTHO U 10 CYIIECTBY M3JIaraeT ero Ha 3aHATHSAX U B XOJIC
MPOMEKYTOUHON aTTeCTallUu, HE IOMyCKasl CYIlIECTBEHHBIX HETOYHOCTEH.
OO6yuaronuiics IpaBUIBHO IPUMEHSET TEOPETUUECKUE TTOJI0KEHUS TP PELLICHUN
MPaKTHYECKUX 33/1a4 Npo(ecCHOHAILHOI HANpaBJICHHOCTH Pa3HOTO YPOBHS
CJIOKHOCTH, BJIaZieeT HEOOXOAMMBIMHE IJISl TOTO HaBbIKAMU M IPUEMaMH.

JlocTaTo4HO XOpOLIO OPUEHTHPYETCS B yueOHOM 1 podecCHOHaIbHOM TuTeparype.
Or1eHKa 1Mo AUCIMIUIMHE BBICTABISIFOTCS 00yYaronieMycs ¢ y4éTOM pe3yIbTaToB
TEKyLIeW U IPOMEXYTOUHOM aTTECTALIMH.

Kommnerennnu, 3akperui€éHHbIE 32 TUCIHIUTHHON, COPMHUPOBaHBI HA YPOBHE —
«XOPOIINIY.

67-50/ YIOBJICTBO- BricTaBnseTcs o0y4aromemMycs, €CIH OH 3HaeT Ha 0a30BOM YPOBHE TEOPETHUECKIHA 1
D,E putensHo/ MPaKTHIECKUit MaTepHal, IOMyCKAeT OTACTbHbIC OIIMOKHY MIPH €T0 U3JIOKECHIH Ha
3aHATUAX U B XOJI€ IPOMEKYTOTHOH aTTECTAIIHH.

OO0yJaroniuiicsi UCTIBITEIBACT ONPEIeNIEHHbBIC 3aTPYAHCHUS B IPAMCHCHUN
TEOPETHYECKUX MOJIOKEHUH MPH PEIICHUH NMPAKTHYECKHUX 3a7a4 MPpoQecCHOHaTbHON
HalpaBJICHHOCTU CTAHAAPTHOT'O YPOBHS CJIOKHOCTH, BJIAACCT HCO6XO}II/IMI>IMI/I JJIsL
9TOTO 63.30BI>IMI/I HaBbIKaAMHU U HpI/IéMaMI/I.

JleMOHCTpHpyeT N0CTaTOYHBII YpPOBEHb 3HAHHUS Y4eOHOM TUTEepaTyphl 10 JUCIUIUINHE.
Or1ieHKa Mo JUCLUIUINHE BBICTABILIIOTCA 00ydaromeMycs ¢ y46TOM pe3ysIbTaToB
TEKYIIEeH W IPOMEXYTOUHOH aTTeCTAITIH.

Kommnerennmu, 3akperui€éHHBIE 32 TUCIHIUTHHON, C(OPMHUPOBAHBI HA YPOBHE —
«TOCTATOYHEIHY.

49-0/ HEY/IOBJICT- BricTaBnseTcs o0y4aromemMycs, €CIH OH He 3HaeT Ha 6a30BOM YPOBHE TCOPETHUECKUI
FFX BOpUTepHO/ | M PAKTHYCCKIH MaTepual, 1omycKact rpyObIie OMMOKH MPU €T0 U3JI0KCHUU Ha
3aHATHSX U B X0/ IPOMEKYTOUYHON aTTECTALINH.

OO0yJaronIuiicsi UCTIBITEIBACT CEPhE3HBIC 3aTPYTHCHUS B IPUMECHEHUH TCOPETUICCKAX
TIOJIOKEHUH MPH PEIICHUH MTPAKTUUECKHX 3a1a4 MPOeCcCHOHANBHON HAllPaBICHHOCTH
CTaHJAPTHOTO YPOBHA CJIOKHOCTHU, HE BJIAJACCT HeO6X0}II/IMLIMI/I JUIA OTOT'O HaBBIKaAM U U
IpUEMAMH.

JleMoHCTpHpYeT (parMeHTapHbIe 3HAHHS y4eOHOI! JIUTepaTyphl M0 TUCLUIIIHHE.
Or1ieHKa Mo JUCLUIUINHE BBICTABIIIIOTCA 00ydaromeMycs ¢ y46TOM pe3yIbTaToB
TEKyLIeW U IPOMEXYTOUHOM aTTECTALIMHU.

KomrnereHnny Ha ypoBHE «JOCTATOYHBINY, 3aKPEIUIEHHBIC 32 TUCIUTUTHHOW, HE
c(OPMHUPOBAHEL.

3a4TCHO

HEC 3a4TCHO

5.3 OuneHouyHble cpeacTBa (MaTepuHaabl) IJsl TeKyWero KOHTPOJS YyCIeBaeMOCTH,
NPOMEKYTOYHOM aTTecTANMHU 00y4YaroIUXCs M0 JMCIUIITTHHE

Ilpumepnvie KOoHmpobHBIE 60NPOCHL 014 3a4éma
1. Opranu3zanuonHas cTpykTypa cucteMsl artectau OU u ux ¢ynkiun. Kakue OU nonexar
00s13aTeIbHON aTTeCTALIUN.
2. denepanbHble OPraHbl MO ATTECTAMU U UX (QYHKIUH.
3. Oprassl 1o aTTecTany 00BEKTOB U UX QYHKIWH. 3a1a9i U QYHKIIUH OpraHa Mo aTTeCTAIHH.
4. JleATelbHOCTh aTTeCTAllMOHHBIX KOMUCCHIA.
5. CepTtudukanus OTKpbITOro KItoya.
6. Jlornueckas ctpykrypa 1 komrnoneHnTsl PKI.
7. Pucku ucrionszoBanus D1II1.
8. 3asButenu u ux ¢pyHKUMU. 3asBKa Ha poBeaeHue arrecranuu OU.
9. Tlopsaok mpoBeneHUs aTTecTanuu 00beKTOB HHpopMaTu3aruu. CoepkaHue 3asBOK.
10. ITopsaok B3auMOIEHCTBUS 3asBUTENS M OpraHa 110 IPOBEJCHUIO aTTECTALMU.
11. TlpoBenenue 3xkcnepTU3 SAEKTPOHHBIX JOKyMeHTOB ¢ DI1/DLIII.
12. OpraHuzanmoHHO-IITaTHOE obecriedeHue nestenpHocty Y1,
13. OcHoBuble mousTHs TexHONorHU PKI.
14. OyHKUIUHU YAOCTOBEPSIOLIETO LIEHTPA.




15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.

33

34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.

48
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[Tponetypa odopmiieHus 3asBOK Ha MOJTy4eHus cepTudukara B Y1I.
Crpykrypa nudposoro ceprudurara popmara X.509 v.3

3axnrounTenbHbli dTan arrecraunu OW. YcnoBus noiaydeHus arrectara COOTBETCTBUS.
UTo 10KHO cofepkKaTh 3aKI0YCHHUE aTTECTAllMOHHONW KOMUCCHH.

Criucku 0TO3BaHHBIX CEPTH(PHUKATOB.

DKcIuTyaTanus aTTeCTOBAHHOTO 00BEKTa.

Paccmotpenue anemranuii o Bonpocam arrecranuu Y11

Hutepdeiic OC Windows mjst paboThl ¢ cepTUhUKATaAMH.

[Tpumenenne DI s obecrieueHUs FOPUANUECKON 3HAYMMOCTHU HIIEKTPOHHBIX JOKYMEHTOB.
[Tponenypst hopmupoBanus u nmpoepku I11.

Hocurenu xiroueBoii nHGOpMaLny.

Oynkuu kpurnronposaiinepa Kpunronpo-CSP

Atrtecraunonnbie ucnsiranus BII. Uto BxoauT B mpoBepky cuctem 3U.
WuTerpanus ¢yHKIMI KpuniTonpoBaiiiepa B 0QUCHbIE TaKeThI.
Hcnonn3oBanue Y1I.

Bunper SLI1.

OcHoBHBIE pa3pabOTYNKHU TTaKeToB I padboTel ¢ PKI.

[TepevyeHr OCHOBHBIX pa3paboTunkoB CSP.

. TpebGoBanwms K mm(poBaHKIO TIPU PAdOTE C TOCYJAPCTBEHHBIMH 3aKa3uHKaMH.
KommpomenTarus Kiroden.

[Mpoxykt Vip Net. OcHOBHO#M (yHKIIMOHA.

[Tponykt OpenVPN. OcHoBHOI (QyHKIIHOHAIL.

Kpunrorpaduyeckas 3amura 8 OC Linux.

KBanrtoBas kpunrtorpadus. [Iytu pazsurus.

V1. UccnegoBanue ysa3BUMOCTEN.

Yrumutel st pabotsl ¢ SSL B Linux.

Pabora ¢ xopHEBbIMU cepTU(UKATAMU.

Aynut 6e3omacHoctu B YLI.

PaccnenoBanne MHUMIEHTOB pH Kpaxe Kirodyen Y.

AJIMMHHCTpaTHUBHAs OTBETCTBEHHOCTD 32 HapylLIeHHEe perjiaMmenTa padotsl Y11,
[lenTp ynpasnenus cersto B VIP Net.

I[TpaBuna Ge3onacHocTu Iptables.

Kondurypuposanue cepsuca Fail2ban.

. BsaumopeiicTBie KOMIIOHEHTOB UH(PPACTPYKTYPBI OTKPBITHIX KITFOUEH.

Ilpumepnvie 3a0anusn 01a mecmuposanus

1. Uro Takoe iptables:

a)

koncoaw ynpaeaenus M3 netfilter.

6)
B)

2.

a)
0)

MIOJIHOLICHHBIHN (haepBOJLI.
CETEBOM MOCT.

Fail2ban —3t0:
Menua-nponurpsIBaTeb.
Ymunuma ona 010Kkuposanus HecaHKyuoHUpOBaAHHO20 00CMYNa.

B)

CepBep NpUIIOKEHUH.

6. YueOHo-MeTOANYECKOE U HH(OPMAILMOHHOE 00ecniedeHHe M CIUTTHHbI
6.1 CnMcoOK HCTOYHHMKOB U JIUTEPATYpPhI

Hctounuku
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OcHOBHbIE
1. ®enepanbupiii 3akoH oT 27 uronst 2006 r. Nel49-03 «O6 undopmanmu, HHGOPMAITHOHHBIX
TEXHOJIOTHSIX W O 3alMTe HHpOopMamuu»| DIeKTpOHHbIH pecype] : Pexum goctyma

http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBo6oaHbIi. — 3ari1. ¢ 3KpaHa.

2. ®enepanbHblii  3akoH oT 27 wmrwong 2006 . Nel52-®3  «O mepcoHalIbHBIX — JaHHBIX)
[DnexTpoHHbIHA pecypc] : Pexum JOCTyma
http://www.consultant.ru/document/cons doc LAW 61801/, cBoboaHbI#i. — 3ariL. ¢ 3kpaHa.

3. ®enepanbhblii 3akoH OT 6 anpenst 2011 r. Ne63-D3 [DnekTpoHHbIi pecypc] : Pexxum nocrymna :
http://www.consultant.ru/document/cons_ doc LAW 112701/, cBoGoaHBIi1. — 3ari1. ¢ 9kpaHa.

4. ®enepanbHbiii 3ak0H OT 27 aexadps 2002 r. Nel84-d3 «O TexHHUECKOM perJII/IpOBaHI/II/I>>
[DneKTpOoHHBIN pecypc] : Pexxum J0CTyna
http://www.consultant.ru/document/cons_doc LAW 40241/, cBo6oaHbIi. — 3ari1. ¢ 3KpaHa.

5. Ipukaz ®CBb Poccum ot 27.12.2011 N 796 (pea. ot 13.04.2022) "OO6 yTBEpKIACHHUH
TpeboBanuii Kk cpeacTBaM dJEKTPOHHOM monamucu u  TpebGoBaHuii K  CcpeacTBam
yaoCTOBepstomero  IeHrpa"  [DnekTpoHHBIE  pecypc]. —  Pexum  gocrtyma
https://www.consultant.ru/document/cons_doc LAW 126209/, cBOOOIHBII B KOMM. BEpPCUU. —
3ari. ¢ ’KpaHa.

Jluteparypa
OcHoBHas

1. Urnarees, E. b. 3amura undopmanuu: kpuntoanroputmsl xemuposanus / E. b. UrnateeB. —
Cankr-IlerepOypr : Jlamp, 2023. — 264 c¢. — ISBN 978-5-507-45962-9. — Tekcr :
MEeKTpoHHBIH  //  Jlamb  :  JmeKTpoHHO-OmMOmmoTeunas  cuctema. —  URL:
https://e.lanbook.com/book/311792

2. Pamees, C. M. MaremMaTudecKkue METOJIbI 3alIUTHl MH(DOpMAUK 1 MX OCHOBBL. COOPHHK 33129
/ C. M. PaneeB. — Cankr-IlerepOypr : Jlanb, 2023. — 140 ¢. — ISBN 978-5-507-45197-5. —

Texcr : oanexrtpoHHend // JlaHp : snekTpoHHO-OMOMMoTeuHnas cucrtema. — URL:
https://e.lanbook.com/book/292913

3. Pamees, C. M. MaremaTuueckrie MeToabl 3amuthl nHGopmaruu / C. M. PaneeB. — 2-e u3n.,
crep. — Cankr-IlerepOypr : Jlans, 2023. — 544 c. — ISBN 978-5-507-47085-3. — Texkcr :
NeKTpoHHBIM  //  Jlamb  :  DJNEKTpOHHO-OMOMMoTeunass  cuctema. —  URL:

https://e.lanbook.com/book/326153
4. Kpakosckuii, FO. M. Metonp! 3amutsl uHopmaiuu : yuedHoe mocodue st By3os / 0. M.
KpakoBckmii. — 3-e m3j., nmepepad. — Cankr-IlerepOypr : Jlanp, 2021. — 236 ¢. — ISBN

978-5-8114-5632-1. — TekcT : 3neKTpoHHBIN // JlaHb : 37eKTpOHHO-OMOIMOTEYHAsE cHCcTeMa.
— URL.: https://e.lanbook.com/book/156401.

5. EpmakoBa, A. }O. Kpuntorpapuueckue MeToasl 3amuThl HHPOpManuu : y4yeOHO-
metoauueckoe nmocooue / A. FO. EpmakoBa. — Mocksa : PTY MUPDA, 2021. — 172 ¢. —
Texcr: osnextponssii / Jlanb @ sjexkTpoHHO-OMOMMoTeyHass cuctema. — URL:

https://e.lanbook.com/book/176563.
6. Bomukos, B. II. Teopus u mMeToapl KpunTorpaduuecKor 3ammThl MHPOpPMAIUU : ydeOHOE
noco6ue / B. I1. Bomukos, B. I'. CanankoB. — Mocksa : MTYCH, 2021 — Yacts 1 — 2021.

— 77 c¢.— Texkcer : anekTpoHHbIH // Jlanb : 3nekTpoHHO-OMOMMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/215195

6.2 Ilepeyens pecypcoB HH(POPMALHOHHO-TEIeKOMMYHUKALUMOHHOM ceTH «MHTepHET».
1. Oduumaneuenii  caidt  komnanuu  Kpunrompo — [DnexTpoHHbIi — pecypc]:  Pexum

noctyna: http://www.cryptopro.com/, ceo0oiHbIi. — 3ariI. ¢ SKpaHa.
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Lentp pa3paboTku Kpunrtoxom [DneKTpOHHBIH pecypc]: Pexum JIOCTyIIA:
http://www.cryptocom.ru/products/index.html/, cBoGomubii. — 3arm. ¢ skpana. HanmonambHas
anekTpoHHas 6ubaroreka (HOB) www.rusneb.ru

ELibrary.ru Hayunas snextponHas 6ubamorexa Www.elibrary.ru

OnekrponHas oubinorexa Grebennikon.ru www.grebennikon.ru

6.3 HpO(l)eCCI/IOHaJILHbIe 0a3bl JAaHHbIX U I/IH(l)OpMaIII/IOHHO-Cl'lpaBO'lHBIe CHUCTECMbI

Joctyn k npodeccruonanbHbiM 0a3am qanubix: https://liber.rsuh.ru/ru/bases

HNudopmannoHHbIe CIIPABOYHBIE CHCTEMBI:
1. Koncynberant [Imtoc
2. Tapanr

7. MaTepHaJbHO-TeXHHYECKOe o0ecneuyeHue JUCIIHIIMHBI

Js obecriedeHus] TUCHMILUIMHBI HCIOJb3YeTCsl MaTepHalbHO-TEXHUYECKas 0aza 00pa3oBaTeIbHOIO
YUPEKIACHUS:

1) JUTSL JIGKIIMOHHBIX 3aHSATHH - yueOHast ayJuTOpus, JOCKA, KOMIIBIOTEP WJIM HOYTOYK, IPOEKTOP
(cTanlOHApPHBIN UK TEPEHOCHOH) ISl IEMOHCTPAIMK YY€OHBIX MaTepUAIOB.

Cocras MporpaMmMHOI0 obOecreyeHus:

1. Windows
2. Microsoft Office
3. Kaspersky Endpoint Security

2) I TPaKTHYECKMX 3aHATHH — KOMIBIOTEPHBIH KJIacC WM JabopaTopus, JOCKa, MPOEKTOP
(cTauMOHApHBIN MU TIEPEHOCHOMN), KOMIBIOTEP WM HOYTOYK AJIs IpernojaBaress, KOMIBIOTEPH! IS
o0yJaronuxcs.

Cocras nporpaMMHOTO obecIieyeHus:

Windows

Microsoft Office

Kaspersky Endpoint Security

Mozilla Firefox

Microsoft Share Point 2010

Vmware Player 15.5 +

T'octeras OC CentOS 7
nemo-nuctpudytussl CK3U «Kpunto-Ilpo».

NN E

8. Obecneuenne 00pa3oBaTeJHLHOr0 MpoIecca AJisl JHI ¢ OrPAHUYEHHBIMH BO3MOKHOCTAMH
310PpOBbH U HHBAJIUA0B

B xonme peanmzanuu IUCHUTIIMHBI WCIOJIB3YIOTCS CIACAYIOIIME JIOTIOJHUTEIBHBIE METOIbI
oOyueHHsl, TEKYyIIEro KOHTPOJSI YCIEBAEMOCTH W TPOMEXKYTOUHOM aTTeCTallud OOYYaroIIUXCS B
3aBUCUMOCTH OT UX UHAUBUIYaTbHBIX OCOOCHHOCTEH:

® ISl CIIETIBIX M CIA0OBHUIAIIMX: JIEKIUU O(GOPMISIOTCS B BHUAE DJIEKTPOHHOTO JTOKYMEHTA,
JOCTYITHOTO C TIOMOMIbIO KOMIIBIOTEPA CO CIENHUATU3UPOBAHHBIM IMPOTPAMMHBIM 00€CIICUCHHEM;
MMACbMEHHBIE 3a/IaHUsI BBITIOJHSIIOTCS Ha KOMITBIOTEPE CO CIEIHATM3UPOBAHHBIM MPOTPAMMHBIM


https://liber.rsuh.ru/ru/bases

13

o0OecrieueHreM WM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM; OOECIICUMBACTCS WHIMBUIYAIbHOE
paBHOMepHOE ocBemeHue He MeHee 300 IIOKC; i1l BBIMOJHEHHS 3aJaHUs PU HEOOXOIMMOCTH
MPEJOCTABIISACTCS yBEIMUYMBAIOIIEE YCTPOWCTBO; BO3MOXKHO TaK)XK€ HCIOJIB30BAHUE COOCTBEHHBIX
YBEIIMYMBAIOIINX YCTPOUCTB; MUCHMEHHBIC 3aJaHHsI O(OPMIISFOTCSL YBETMICHHBIM IPU(PTOM; dK3aMEH
1 324€T MPOBOJIATCS B YCTHOU (DOpME MM BBITIOJHSIOTCS B MUCHMEHHOM (DOpMe Ha KOMITBIOTEPE.

® Ul TUIYXUX M CIA0OCIHBIIAIIUX: JIEKIUU O(QOPMIISIFOTCS B BUAE 3JICKTPOHHOTO JOKYMCHTA,
00  MpeaocTaBisgeTCs  3BYKOYCWJIMBAIOLIAsl — ammapaTypa HMHAWBUAYAJIBHOTO  IOJB30BAHUS;
MUChbMCHHBIC 3aJIaHUsl BBIMOJHSIOTCS HAa KOMITBIOTEpE B INMUCHBMEHHOH (opme; 3K3aMeH U 3auéT
MIPOBOATCS B MUCBMEHHOUM (JopMe Ha KOMITBIOTEPE; BO3MOXKHO MPOBEICHUE B (POPME TECTUPOBAHMSIL.

® /Ul JIWIl C HAPYIICHUSMU OTIOPHO-IIBUTATEIBHOTO arapara: JISKIUU O(GOpMIISIFOTCS B BHIIE
AJIEKTPOHHOTO JIOKYMEHTA, JIOCTYIIHOTO C IIOMOIIBI0 KOMIIBIOTEpa CO  CIICIUATU3UPOBAHHBIM
MPOrpaMMHBIM ~ OOECIIEYeHHEM; TMHChbMEHHBIC 3aJaHus BBHIMOJHSIOTCS HA KOMIIBIOTEPE CO
CTCIUAM3UPOBAHHBIM IPOTPAMMHBIM 00eCIIieueHHUEeM; IK3aMeH U 3a4€T MPOBOJATCS B YCTHOH (hopme
WJIH BBITIOJIHSIOTCS B MMCEMEHHOM (popMe Ha KOMIIBIOTEpE.

[Tpu1 HEOOXOMUMOCTH MPETyCMaTPUBACTCS YBEIMUECHUE BPEMEHH JIJIS IIOITOTOBKU OTBETA.

[Ipouenypa mpoBeneHUs MPOMEKYTOYHOW aTTECTAIIUU Il OOYJaAIOUIUXCS YCTAHABIUBACTCS C
y4ETOM WX MHAMBHIYAIBbHBIX TICHXOPU3UUYECKUX 0COOCHHOCTEH. [IpoMexyTouHast arTecTanus MOXKET
IIPOBOJIUTHCS B HECKOJIBLKO ATAIIOB.

[Ipy mpoBeseHWU TPOLEAYPHl OLCHHBAHUSA PE3YJIbTaTOB OOy4YEHHS TpPEIyCMaTpUBACTCS
WCIIOJIb30BAaHUE TEXHUYECCKUX CPENICTB, HEOOXOIUMBIX B CBSI3H C MHIUBUIYATbHBIMH OCOOCHHOCTSIMU
oOydJaromuxcsi. OTH CpEACTBA MOTYT OBITh MPEJOCTABICHbI YHUBEPCUTCTOM, WIU MOTYT
MCTIOJIB30BaThCsl COOCTBEHHBIE TEXHUYECKUE CPEICTBA.

[IpoBenenue nporeaypbl OICHUBAHUS PE3YJIBTATOB OOYyUEHHS JOMYCKAETCSl C MUCIOIb30BaHUEM
JTUCTAHIIMOHHBIX 00Pa30BaTeIIbHBIX TEXHOJIOTHH.

ObecnieunBaeTcst 10CcTynl K HMHGOPMAMOHHBIM U OuOIMOrpaduueckuM pecypcaMm B CETH
WuTepHeT U1 Kaxaoro odyvaromierocs B (hopMax, aIanTHPOBAHHBIX K OTPAHHYCHUSM UX 3I0POBbS H
BOCIIPHSATHS UHPOPMALIUY:

o UIsl CIICTIBIX W CIHAOOBUIAIIMX: B TIEYATHOW QopMe yBEIMYCHHBIM MmpHPTOM, B Qopme
3JIEKTPOHHOTO IOKYMEHTa, B (hopme ayauodaiina.

® /ISl TIIyXUX U cIa0O0CIHBIIIAIINX: B Ie4aTHON dopme, B PopMe dJEKTPOHHOTO TOKYMEHTA.

e 111 00y4aroIUXCsl ¢ HApYUICHUSIMU OMOPHO-ABUTaTENILHOTO afrmapara: B Me4aTHoil Gopme, B
(hopMe FIIeKTPOHHOTO AOKYMEHTa, B (hopme ayaunodaiina.

Y4eOHble ayIUTOpUU MAJIsi BCEX BHUJOB KOHTAKTHOH M CaMOCTOSITENILHON paboThl, Hay4yHas
OMOIMOTEKa W WHBIE TIOMENIEHUS Il OOYYEHHs OCHAIEHBI CIEHHAIbHBIM O000pPYIOBaHUEM U
y4eOHBIMU MECTaMH C TEXHHUECKUMU CPEJICTBAMU O0yUEHUS:

® JIJIsl CJIETBIX U CIA0OBUASIINX: YCTPOMCTBOM JJII CKAHUPOBAHUS M UYTEHUS ¢ Kamepoil SARA
CE; nucruteem Bpaitns PAC Mate 20; npunTtepom bpaiinsg EmBraille ViewPlus;

oISl TIYXUX U CIa0OCIHBIIIANINX: aBTOMATH3UPOBAHHBIM pPa0OYUM MECTOM JUIsl JIOJEH C
HapyIICHUEM CITyXa U c1abO0CIHbIIIAIINX; aKyCTUYECKUI YCUIIUTENh U KOJIOHKH;

oI OOYYAIOUIUXCS C HAPYIICHUSIMH OTOPHO-JABUTATEIILHOTO ammapara: TMepeBIKHBIMU,
perynupyeMbiMu dpronomudeckumu napramMmu CH-1; KOMIBIOTEPHON TEXHUKOH CO CHEIHalbHBIM
MIPOrpaMMHBIM 0OecTIeYeHUEM.

9. MeTonnyeckne MaTepHasIbl

9.1 Mnanbl MPaKTHYECKHUX 3aAHATHIA
9.1. [1naHbl NpaKTHYECKUX padoT.

MeTozmqecm/le YKa3aHHUA 110 OPpraHm3anum U IMMPpOBEACHUTIO
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Tembl yd4eOHOW MUCIUIUIMHBI MPEIyCMAaTPUBAIOT MPOBEICHUE MPAKTHYECKUX PabOT, KOTOPBIC
CITy’KaT Kak IEJIsIM TeKYIIETO W MPOMEXYTOYHOTO KOHTPOJIS 3a MOJTOTOBKOH CTYACHTOB, TaK H IIEJISIM
MOJTyYeHUsI TPAKTUYECKUX HABBIKOB NPHUMEHEHHS METO/J0B BBIPAOOTKM PELICHUH, 3aKperuieHus
W3YYEHHOTO MaTepuaia, Pa3BUTHsS yMEHHH, NIPUOOPETEHHs ONbITa PEIICHHS] KOHKPETHBIX MPOOJIeM,
BEICHUS TUCKYCCUH, apryMEeHTAIlMl U 3alIMThl BHIOPAHHOTO pemieHus. [loMoms B 3TOM OKa3bIBalOT
3ajaHus TSl TIPAKTUYECKUX PadOoT, BhIaBacMbIe TpENoaBaTejeM Ha KaKJOM 3aHSTHH, 3aJaHus Ha
CaMOCTOSITENIbHYIO TOATOTOBKY, IepeYeHb BOIMPOCOB ISl MOJATOTOBKH K 3a4e€Ty M KOHTPOJbHBIE
JOMAIITHUE 3aJIaHUS ISl CAMOCTOSTEIILHOW PabOThI CTYJCHTOB.

Leabl0 TpakTUUYECKUX pPa0OT SBISETCA 3aKpeIJICHHE TEOPETHYECKOro MaTepuaia |
NpUOOpPETEHUE  TPAKTUYECKUX  HABBIKOB  HCIIOJNB30BAaHHMS  METOJOB  IMPHUMEHEHHS  IaKeTOB
KOMITBIOTEPHOW MaTeMaTUKH B MPO(ecCHOHANBHON NesITebHOCTH, MPUMEHSITh HABBIKH IS IIPUHSATHS
HanOosiee 3(PPEKTHUBHBIX PEIICHUH B YCIOBHSIX OBICTPO MEHSIOUIEHCS PEabHOCTH, IS OBICTPO
aJlanTalnuy K U3MEHSIOIUMCS YCIIOBHSM JESITEIbHOCTH.

TemaTuka nmpakTHYECKUX pabOT COOTBETCTBYET MPOrpaMMe Kypca.

1. Pabora c ceprudpukaramu B OC Windows.
2. OYHKIUHU YAOCTOBEPSIOIIETO IEHTP Ha nmpumepe TectoBoro Y1 Kpumnrompo.
3. Hactpoiiku kpunronposaiinepa Kpunrornpo CSP.
4. @ynkuuu kpuntooubmuorekun OpenSSL.
Metoanyeckue yka3zaHust K MPaKTHYECKUM paboTaM MPUBEACHBI B OTJEIEHOM JOKYMEHTE
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IIpunoxenne 1. AHHOTAITHS
paboueii mporpaMMbl JTUCIUTIIHHBL

AHHOTAIIUSI PABOYEHA ITPOTPAMMBI JIUCHUATLIAHBI

JucuuiuinHa peanu3yercss Ha (akyibTeTe HWH(POPMALMOHHBIX CHUCTEM M 0€30IacHOCTH
Kadenpoil KOMIUIEKCHON 3alUuThl HHGOPMAIUH.

Lenp MUCHMIUIMHBL: HAYYUTh CTYJICHTOB IpHEeMaM paboTbl ¢ WMHQPACTPYKTYPOH OTKPBITHIX
KJItouel ¥ nupoBeIMU cepTUDUKATAMH.
3amaun: GOpMHPOBAHUE Y CTYACHTOB MIPECTaBICHHIH 00 HHPPACTPYKTYpEe OTKPHITHIX KITFOUCH,
BbIpa0OTKa YMEHUH pa3BOpauyMBaThb M HACTPauBaTh YJOCTOBEPSIOIIME LIEHTPHI, HAYYUTh CTYACHTOB
MCIOJIb30BATh MEXAaHU3MBI 00€CIICUEeHUS FOPUIMUECKON 3HAYUMOCTH JIOKyMEHTOB.

Jucnuninza HanpasieHa Ha GOpMUPOBAHKE CIIEAYIOIIeH KOMITETEHIIUU:

[1K-6 — Cnoco0OeH npuHUMaTh y4acTUE B OpraHU3AIMK U IPOBEIEHUN KOHTPOJIBHBIX IIPOBEPOK
paborocnocoOHOCTH U APGHEKTUBHOCTH IMPUMEHSEMBIX MPOTPAMMHBIX, MPOTPaMMHO-AIAPATHBIX U
TEXHUYECKHUX CPEJICTB 3aIIUTHI HHPOPMALIUH.

B pe3ynbrate 0cBOCHUS AUCHUIUIMHBI O0yYaIOIIHICS TOKEH:

e 3HaTh OIICHKH pabOTOCIIOCOOHOCTH MTPUMEHSIEMBIX CPEJICTB 3aITUTHI HHPOPMAITUH C
ucnosbs3oBanueM npukiagHoro [10 Crypto Pro u XCA;

e VYMeTh OlEeHUTH d3(PPEKTUBHOCTU MPUMEHSEMBIX CPEJICTB 3alIUThl HHPOPMAIUH C
ucnons3zoBanueM MnpukiagHoro 110 Crypto Pro u XCA;

e Bragers HaBBIKAMU ONpPEIEIICHHS YPOBHS 3aIUIIIEHHOCTH U JOBEPHUS CPEACTB 3alIUTHI
unpopmanuu Ha npumepe I[10 VeraCrypt u Crypto Pro.

[To nucnumnnHe TpeIycMOTpEeHa MPOMEXKYTOUHAs aTTecTalus B GopMe dK3aMeHa.
OO6m1ast Tpy10EMKOCTh OCBOCHHUSI TUCIIMILIMHBI COCTABIISIET 3 3aU€THBIC €IMHHIIBI.



